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1 Encryption of connections to and from the radio server

To force encryption of connections between the console $3 Radioserver conﬁgura.tion- registry

and the radio server, select the option Status General Modules Advanced Remote License

,, Encrypt the connection between clients and the server” Epfiouptionionmses] Seaxfly

in the configuration of the radio server in the advanced @ Encrypt the connection between clients and the server
() Encrypt data in databases

tab -> security, and in the client, in the configuration
:Encwption password

server data window, in the administration tab ->
configuration servers -> edit server.

¢? Configuration server details
Enter server address
127.0.0.1

Enter displayed name
TLS@127.0.0.1

Radioserver requires an encrypted connection

Ok

Save configuration




2 Databases encryption

Database encryption can be configured in the security tab in the advanced settings of the radio server.

2.1 Starting data encryption in databases

To start encrypting data in databases, select the option "Encrypt data in databases" and then enter the
password in the field below and save.

2.2 Encryption of previously saved records in the database

Before encrypting existing records in databases, you must set and save an encryption password.

Then click on the button with three dots to the left of the inscription "Encrypt data in databases" and select the
option "encrypt previously saved records in the database".

After reading the warning about the duration of database encryption, you will be asked to confirm the
encryption passwordBefore encrypting existing records in databases, you must set and save an encryption
password. w? Radioserver configuration - registry X

Status General Modules Advanced Remote License

Configuration Databases Security

Then click on the button with three dots to the left
of the inscription "Encrypt data in databases" and  @enaypt wts in sstobases

.......... Encryption pz Encrypt previously saved records in the database

select the option "encrypt previously saved Decrypt databases
records in the database".

After reading the warning about the duration of
database encryption, you will be asked to
confirm the encryption password.

2.3 Decryption of databases

To decrypt the databases, proceed as in point
2.2, but instead of selecting the "Encrypt
previously saved records in the database" option,
select "Decrypt databases".

After reading the warning about the duration of Save configuration
decryption, we are asked to confirm the encryption password.

2.4 Backups

Backups created before the start of database encryption are not encrypted, as well as the backup that was
created when the databases were encrypted.

these copies should be protected against data loss or leakage.



3 Client and server side verification of certificates for encrypted connections

3.1 Server side verification

% Radioserver configuration - registry X
Status General Modules Advanced Remote License

Configuration Databases Security

Remote configuration password
l ] Delete ConSEL Administrator Password

[Export of configuration] Configuration’s import

Dedicated configuration options:

Save configuration
A

In order for the server to verify client certificates that connect to it, add TLSVerifyPeer=TRUE to the dedicated
configuration options in the configuration options in the advanced options.

3.2 Client side verification
Adding validation of server certificates from the client side requires editing the Windows registry.
We head to the ConSEL folder which is located in HKEY_LOCAL_MACHINE\SOFTWARE\Aksel\

We add a string value:



Edit View Favorites Help

wputer\ HKEY_LOCAL_MACHINE\SOFTWARE\ Aksel ConSEL

SECURITY Name Type Data
T3 SOFTWARE b (Default) REG_SZ (value not set)
: l‘i‘: a8 ConselPLUS REG_SZ Tue
ConsEL abling REG_SZ pl
LreLoggerSer 8] TLSVerifyPeer REG_SZ TRUE
SckClient
3 Aladdin Knowledge Systems
» 20 Classes
» Clients
CVSM
DefaultUserEnvironment
» Description
3 77 Fujitsu
Ghisler
» Google
» IM Providers
Intel
» Khrones
> McAfee
» Microsoft
» Mezilla
» maozilla.org
MozillaPlugins
0BS5S Studic
» QDBC
» OEM
» OpenSSH
» Qracle
» Partner
» Policies
b Realtek
RegisteredApplications
3 ©7 RTlSetup
» Setup

SimonTatham
> SyncintegrationClients

3.3 Using your own certificates

The certificates used to verify the connection are in the folder Aksel/ConSEL/cert
The files in this folder are divided into 2 groups:

e ConSEL-client refers to ConSEL client,
e ConSEL-RS refers to radioserver.

In order to use your own certificates, replace the files in this folder with the names.



3.4 Signature generation for the encrypted certificate key

To use your own encrypted private key you need to create a signature for it.

To generate a signature for the certificate key, right-click on "encrypt the connection between the client and
the server" (in the advanced option -> security) and select the option "Generate a signature file for the certificate

key".

-
«+ Radioserver configuration - registry

Status General Modules Advanced Remote License

Configuration Databases Security

_J Encrypt the connection between clients and the server

Rt ok Ry it abases Generate signature file for certificate key
I

|uuuun Encryption password

Save configuration




